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1
Decision/action requested

It is proposed to update the Clause 4 in TR 33.809.
2
References

 [1]
3GPP TS 33.809, Study on 5G security enhancement against false base stations. 
3
Rationale

After last meeting SA3#100bis-e, MCC gave the editorial comments on the Clause 4 that, the scope related content should be in the “Scope” Clause, instead of being in the current Clause 4. 

Since it is a R17 study item, and it is natural that only the R17 onwards solutions are covered in this document. Therefore, it is proposed the delete the sentence “The 5GC and NR/gNB are in the scope of the present document, and E-UTRA/ng-eNB is out of the scope.” 
4
Detailed proposal

****START OF CHANGES ***

4
Security overviews of 5G system against false base stations
Editor’s Note: This clause contains a high-level overview of the 5GFBS features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
The present document investigates key-issues and solutions that will potentially enhance 5G system's resistance to false base stations even further. 
The key-issues and solutions in the present document should state which of the following security and privacy areas they address:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

#3
Rogue services: attempts to deliver unauthorized or unsolicited services (e.g., SMS and calls) to the UEs.

#4
Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.

Editor's Note: The above security and privacy areas list is preliminary, therefore non-exhaustive and subject to change.
***END OF CHANGES***

